
LISTADO DE RANSOMWARE Y SUS EXTENSIONES

Ransomware Extensión
777 777
A4R. n3ve7
A5R. 
r9h7. r9h7
8kcol8. 8kcol8

detpyrcnEporCariA_. porCariA
elbaliavanu. doormaN-lA
deraeppasid. 

Alcatraz Locker .Alcatraz
ALFA Ransomware .bin
Alma Ransomware random
Alpha Ransomware .encrypt
Alphabet 

abma. ABMA
Angela Merkel .angelamerkel
Angry Duck .adk
Anony 

dedoc. sibunA
detpyrcne. espylacopA

detpyrCeruceS. 
ataDruoYkcuF. 

elbaliavanu. 
seliFruoYpeelb. 

txt.selfi_ym_erehW. 
detpyrcne. MVespylacopA

dekcol. 
ASN1 

ykcol. ykcoLotuA
cne. 7t0cS3m0s3wA

BadBlock 
tpirb. tpircnEdaB

rda. tpyrCoskaB
Bandarchor                            .id-1235240425_help@decryptservice.info

xaRraB. xaRraB
piz.trab. traB

trab. 
lrep. 

flc. rotpyrCtiB
katstib. katStiB

BlackShades Crypter .Silent
ottacolb. ottacolB

Booyah 
kcol. nailizarB

Brazilian Globe 
BrLock 
Browlock 
Bucbi 
BuyUnlockCode 
Central Security Treatment Organization .cry

rebrec. rebreC
2rebrec. 
3rebrec. 

CerberTear 
tpyrc. aremihC

                                               4 random characters, e.g., .PzZs, .MKJL

Ransomware Extensión
PIHC. PIHC
ELAD. 

Click Me Game 
Clock 
CloudSword 

hannah. rekcolbkcoC
flc. tluaVnioC

notrevoc. notrevoC
amgine. 
ecxvzc. 

}CDKCALBDNETPYRC{. ikayrC
Crybola 

okitpirc. eliFyrC
okotpirc. 
dokotpirc. 

tttpirc. 
aga. 
yrc. rekcoLyrC

CrypMIC 
DETPYRCNE. nerpyrC

83tpyrc. 83tpyrC
modnar elosnoCtpyrC

Cryptear 
Crypter 

lcs. 2elIFtpyrC
fnirc. etinfinItpyrC

CryptoBit 
CryptoBlock 
CryptoDefense 
CryptoFinancial 

ssrtrf. ssertroFotpyrC
CryptoGraphic Locker .clf
CryptoHost 
CryptoJacky 

rekojrc. rekoJotpyrC
detpyrcne. rekcoLotpyrC

CNE. 
CryptoLocker 1.0.0 
CryptoLocker 5.1 
CryptoLuck / YafunnLocker .[victim_id]_luck

edoc. xiMotpyrC
lcs. 
dmr. 
ilsel. 
kmdr. 

DLEIHSOTPYRC. 
LEIHSOTPYRC. 

tpyrc_ NOtpyrC
dekcol_-di. 

cerk_yb_dekcol_-di. 
tcefrep_yb_dekcol_-di. 

m3x_-di. 
jo9r_-di. 

hc.liamnotorp@rebewyrrag_-di. 
_moc.aidni@reklawievaets_-di. 
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Ransomware Extensión
 .id-_julia.crown@india.com_
 .id-_tom.cruz@india.com_
 .id-_CarlosBoltehero@india.com_
 .id-_maria.lopez1@india.com_
CryptoRansomeware 
Cryptorium .ENC
CryptoRoger .crptrgr
CryptoShadow .doomed
CryptoShield .CRYPTOSHIELD
CryptoShocker .locked
CryptoTorLocker2015 .CryptoTorLocker2015!
CryptoTrooper 
CryptoWall 1 
CryptoWall 2 
CryptoWall 3 
CryptoWall 4 
CryptoWire 
CryptXXX .crypt
CryptXXX 2.0 .crypt
CryptXXX 3.0 .crypt
 .cryp1
 .crypz
 .cryptz
random
CryptXXX 3.1 .cryp1
CryPy .cry
CTB-Faker 
CTB-Locker .ctbl
CTB-Locker WEB 
CuteRansomware .已加密
 .encrypted
Cyber SpLiTTer Vbs 
Damage .damage
Dharma .dharma
 .wallet
 .zzzzz
Deadly for a Good Purpose 
Death Bitches .locked
DeCrypt Protect .html
DEDCryptor .ded
Demo .encrypted
Depsex .Locked-by-Mafia
DeriaLock .deria
DetoxCrypto 
Digisom 
DirtyDecrypt 
DMALocker 
DMALocker 3.0 
DNRansomware .fucked
Domino .domino
Donald Trump .ENCRYPTED
DummyLocker .dCrypt
DXXD .dxxd
DynA-Crypt .crypt
EDA2 / HiddenTear .locked
EdgeLocker .edgel
EduCrypt .isis
 .locked

Ransomware Extensión
El-Polocker .ha3
Encoder.xxxx 
encryptoJJS .enc
Enigma .enigma
 .1txt
Enjey 
EnkripsiPC .fucked
Erebus 
Evil .file0locked
 .evillock
Exotic .exotic
FabSysCrypto 
Fadesoft 
Fairware 
Fakben .locked
FakeGlobe .crypt
FakeCryptoLocker .cryptolocker
Fantom .fantom
 .comrade
FenixLocker .FenixIloveyou!!
FileLocker .ENCR
FireCrypt .firecrypt
Flyper .locked
Fonco 
FortuneCookie 
Free-Freedom .madebyadam
FSociety .fs0ciety
 .dll
Fury 
GhostCrypt .Z81928819
Gingerbread 
Globe v1 .purge
Globe v2 .lovewindows
 .openforyou@india.com
Globe v3 .[random].blt
 .[random].encrypted
 .[random].raid10
                                                 .[mia.kokers@aol.com] .[random].globe
 .unlockvt@india.com
                                            .rescuers@india.com.3392cYAn548QZeUf.lock
 .locked
 .decrypt2017
 .hnumkhotep
GNL Locker .locked
GOG .L0CKED
Gomasom .crypt
Goopic 
Gopher 
Gremit .rnsmwr
Guster .locked
Hacked .versiegelt
 .encrypted
 .payrmts
 .locked
 .Locked
Harasom .html
HDDCryptor 
Heimdall 
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Ransomware Extensión
Heimdall 

XXX. elficd_pleH
tsbreh. tsbreH

Hermes 
Hi Buddy! .cry
Hitler 

)detpyrcne( tpyrCyloH
HTCryptor 

ykcol. ykcuH
HydraCrypt 
IFN643 

emirc. kcoLi
emirc. thgiLkcoLi

International Police Association 
dekcoL. mosnaRi

Jack.Pot 
CNE! rotpyrceDregaJ

JapanLocker 
Jeiphoos 
Jhon Woddy .killedXXX

ctb. wasgiJ
kkk. 
nuf. 
swg. 

onrop. 
mosnaryap. 

smyap. 
tsmyap. 

DFA. 
sctbyap. 

cipe. 
zyx. 

detpyrcne. 
hsuh. 

kcolnuotyap. 
gro.tniagis@relaed-ku. 

tkcfieg. 
gro.tniagis.ta.skcah-omen. 

Job Crypter .locked
ssc. 

JohnyCryptor 
fcnek. anosdnaaK

elfi_detpyrc. ooragnaK
amrak. amraK

trg. nemraK
]IKSISAK[ iksisaK

KawaiiLocker 
detpyrcne. regnaReK

moc_xobni@ctbyek CTByeK
KEYHolder 
KillDisk 

pir. rekcoLrelliK
erawlicmik. eraWlicmiK

.locked
dekrik. kriK

Koolova 
. naeroK

aytsok. aytsoK

Ransomware Extensión
Kozy.Jozy                          .31392E30362E32303136_[ID-KEY]_LSBJ1

nekark. nekarK
sotark. tpyrCsotarK

3rk. rediRK
KryptoLocker 

dekc0l_adbmal. rekcoLadbmaL
erffihCeL. erffihCeL

Linux.Encoder 
Locked-In 
Locker 

kcolkcol. kcoLkcoL
ykcol. ykcoL
otpez. 

nido. 
tihs. 
roht. 
risea. 
zzzzz. 
siriso. 

39kcol. 39kcoL
Lomix 

emirc. kotroL
.roo 40leveLwoL

M4N1F3STO 
Mabouia 

cigam. cigaM
MaktubLocker 

spoo. oroblraM
91a. ekoJsraM
91pa. 

MasterBuster 
Matrix 
Merry X-Mas! .PEGS1

1RCRM. 
1ERAR. 
YRREM. 
1MCMR. 

.kcoL POCRIM
dekcuf. eraWeriM

kcuf. 
Mischa 
MM Locker .locked

ZYEK. feboM
SEL0HYEK. 

MSN CryptoLocker 
n1n1n1 

. rettilpS-N кибер разветвитель
Nagini 
NanoLocker 

detpyrc. documeN
Netix 
Nhtnwcuf 

butkam. arieroMN
!detpyrcnEporCariA__. 

NoobCrypt 
55raelcun. ekuN

etybllun_ etyblluN
Ocelot 
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Ransomware Extensión
ODCODC .odcodc
Offline ransomware .cbf
OMG! Ransomware .LOL!
 .OMG!
Onyx 
Operation Global III .EXE
Owl dummy_file.encrypted
OzozaLocker .Locked
PadCrypt .padcrypt
Padlock Screenlocker 
Patcher .crypt
PayDay .sexy
PayDOS 
Paysafecard Generator 2016 .cry_
PClock 
Petya 
Philadelphia .locked
Phoenix .R.i.P
Pickles .EnCrYpTeD
PizzaCrypts                           .id-[victim_id]-maestro@pizzacrypts.info
PokemonGO .locked
Popcorn Time .filock
Polyglot 
Potato .potato
PowerWare .locky
PowerWorm 
Princess Locker 
PRISM 
ProposalCrypt .crypted
Ps2exe 
PyL33T .d4nk
R980 .crypt
RAA encryptor .locked
Radamant .RDM
 .RRK
 .RAD
 .RADAMANT
Rakhni .locked
 .kraken
 .darkness
 .nochance
 .oshit
 .oplata@qq_com
 .relock@qq_com
 .crypto
 .helpdecrypt@ukr.net
 .pizda@qq_com
 .dyatel@qq_com
 _ryp
 .nalog@qq_com
 .chifrator@qq_com
 .gruzin@qq_com
 .troyancoder@qq_com
 .encrypted
 .cry
 .AES256
 .enc
 .hb15

Ransomware Extensión
Ramsomeer 
Ranion 
Rannoh 
RanRan .zXz
Ransoc 
Ransom32 
RansomLock 
RansomPlus .encrypted
RarVault 
Razy .razy
 .fear
Rector .vscrypt
 .infected
 .bloc
 .korrektor
Red Alert 
RektLocker .rekt
RemindMe .remind
 .crashed
Rokku .rokku
Runsomewere 
RussianRoulette 
Sage 2.0 .sage
Sage 2.2 .sage
Samas-Samsam .encryptedAES
 .encryptedRSA
 .encedRSA
 .justbtcwillhelpyou
 .btcbtcbtc
 .btc-help-you
 .only-we_can-help_you
 .iwanthelpuuu
 .notfoundrans
 .encmywork
 .VforVendetta
 .theworldisyours
 .Whereisyourfiles
 .helpmeencedfiles
 .powerfulldecrypt
 .noproblemwedecfiles
 .weareyourfriends
 .otherinformation
 .letmetrydecfiles
 .encryptedyourfiles
 .weencedufiles
Sanction .sanction
Sardoninir .enc
Satan .stn
Satana Sarah_G@ausi.com___
Scraper 
SerbRansom .velikasrbija
Serpent .serpent
Serpico 
Shark .locked
ShellLocker .L0cked
ShinoLocker .shino
Shujin 
Simple_Encoder .~
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Ransomware Extensión
SkidLocker / Pompous .locked
SkyName 
Smash! 
Smrss32 .encrypted
SNSLocker .RSNSlocked
 .RSplited
Spora 
Sport .sport
Stampado .locked
Strictor .locked
Surprise .surprise
 .tzu
Survey 
SynoLocker 
SZFLocker .szf
TeamXrat .___xratteamLucked
TeleCrypt .xcri
TeslaCrypt 0.x – 2.2.0 .vvv
 .ecc
 .exx
 .ezz
 .abc
 .aaa
 .zzz
 .xyz
TeslaCrypt 3.0+ .micro
 .xxx
 .ttt
 .mp3
TeslaCrypt 4.1A 
TeslaCrypt 4.2 
Thanksgiving 
Threat Finder 
TorrentLocker .Encrypted
 .enc
TowerWeb 
Toxcrypt .toxcrypt
Trojan .braincrypt
Troldesh .breaking_bad
 .better_call_saul
 .xtbl
 .da_vinci_code
 .windows10
 .no_more_ransom
TrueCrypter .enc
Trump Locker .TheTrumpLockerf
 .TheTrumpLockerfp
Turkish .sifreli
Turkish (Fake CTB-Locker) .encrypted
Turkish Ransom .locked
UltraLocker 
UmbreCrypt 
UnblockUPC 
Ungluk .H3LL
 .0x0
 .1999
Unlock26 .locked-[XXX]

Ransomware Extensión
Unlock92 .CRRRT
 .CCCRRRPPP
Vanguard 
VapeLauncher 
VaultCrypt .vault
 .xort
 .trun
VBRANSOM 7 .VBRANSOM
VenisRansomware 
VenusLocker .Venusf
 .Venusp
Vindows Locker .vindows
Virlock .exe
Virus-Encoder .CrySiS
 .xtbl
 .crypt
 .DHARMA
Vortex .aes
vxLock .vxLock
Wcry .wcry
WildFire Locker .wflx
Winnix Cryptor .wnx
XCrypt 
Xorist .EnCiPhErEd
 .73i87A
 .p5tkjw
 .PoAr2w
 .fileiscryptedhard
 .encoderpass
 .zc3791
 .antihacker2017
XRTN .xrtn
XYZWare 
You Have Been Hacked!!! .Locked
YourRansom .yourransom
Zcrypt .zcrypt
Zeta .code
 .scl
 .rmd
Zimbra .crypto
Zlader / Russian .vault
zScreenLocker 
Zyka .locked
Zyklon 
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